Sonicwall SSL Offloaders Frequently Asked Questions

General:

What isSSL?

A brief history of cryptography.

What is Public Key Cryptography?

What are Hashes or Message Digests?
What cryptography schemes are supported?

Certificates:

What is a Certificate?

What is a Cettificate Authority?

How many certificates do | need?

How many cetificates can the SSL-x manage?
How do | get a cetificate?

What certificate formats are supported?

What are the current certificate export laws?
What are SuperCerts™, SGC, and Step-Up Certificates?
Do | need my own Certificate Authority?
What is key management?

SSL or VPN:
Dol need SSL, aVVPN, or both?
What isaPKI1?

Supported Protocols:
What protocols are supported?
How do | configure [X] protocol on my SSL-x?

Web-Servers:
What web servers are supported?
How do | get my catificate and key from my [x-brand] web-server?

Device Configuration:

How many Sonicwall Offloaders do | need?
What management options does the SSL-x offer?
Does the SSL-x need an |P address?

Where do | place the SSL-x within my network?
What is In-Line operation?

What is Transparent operation?

What is Proxy operation?

What is One- Armed operation?

How do | upgrade the firmware?

What high-availability options are there?

How do | load certificates?




Troubleshooting/Error M essages:

| can't establish a connection viathe console port.

The Configuration Manager doesn't see any devices.

The Configuration Manager seesthe device, but | can't connect toit.

After initidly setting the SSL-x’s P address | get a session timeout and disconnect.

| enter adefault route on the SSL-x, but it doesn't appear in the configuration.

“Failed to send set sd server command! Type "show messages' for more information.”
“Falled to delete sd server id [x] from device.”




General

What isSSL?

SSL, or Secure Sockets Layer, isanetwork security mechanism introduced by Netscape
in 1995. In March of 1996, Netscape released SSL version 3.0—the sandard il in use
today—which it designed as atool “to provide privacy between two communicating
goplications (aclient and aserver) ... [and dso] to authenticate the server, and optionaly
the client.” SSL’s most popular application isHTTPS, desgnated by a URL beginning
with https:// rather than amply http://, and it is recognized as the sandard method of
encrypting web traffic on the Internet. An SSL HTTP transfer uses TCP port 443,
whereas aregular HTTP trandfer uses TCP port 80. Although HTTPS iswhat SSL is best
known for, SSL is not limited to securing HT TP, but can aso be used to secure other
TCP protocols such as SMTP, POP3, IMAP, and LDAP.

SSLv3.0 was designed to maintain full backward compatibility with SSLv2.0, while
adding the following festures:

Alternate key exchange methods, including Diffie-Hdlman.
Hardware token support for both key exchange and bulk encryption.
SHA, DSS, and Fortezza support.

Out-of-Band data transfer.

The God's of SSLv3.0 were:

1. Cryptographic Security — To be used in establishing a secure connection between
two parties.

2. Interoperability — Independently developed gpplications utilizing SSLv3.0 should
be able to seamlesdy exchange cryptographic parameters.

3. BExtenghility — SSLv3.0 should provide a framework into which new public key
and bulk encryption methods can be imported, thereby preventing the need to
create new protocols, and avoiding the need for new security libraries.

4. RdativeEffidency — Dueto the highly CPU intensive operation of public key
cryptography, SSLv3.0 introduces session caching schemes to reduce connection
setup overhead.

The SSL protocol itself actualy comprises two layers, namdly the Record L ayer, and the
Handshake L ayer. The Record Layer isresponsible for the transmission of data during
an SSL. session. The Record Layer has only asingle protocol, the Record Protocol,
whereas the Handshake Layer has three protocols:

change cipher_spec— asngle byte message sent to and from both client and
server indicating that subsequent records will be encrypted using athe agreed
upon (pending) enciphering agorithm.

alert — atwo byte message used to convey aderts of varying severity. The first
byte can carry ether “warning” or “fatal” messages, and the second byte contains



specific fallure messages. If a“fatal” messageis received, the connection, but not
the sesson, isimmediately terminated. This alows for connectionsto be
renegotiated without having to go through the computationdly intensive
Handshake protocol session setup. This marks the ditinction between an SSL
session and an SSL connection; the connection isalogica link between peers that
is dependent upon a negotiated session.

handshake — the most complex protocol within the suite, and the reason why the
first generation of SSL. Accelerators came into being. The Handshake protocol
defines the SSL session dtate through a series of communications between the
communicating peers. An example of the handshake is asfollows:

Client Server

2 il

Client Hello —————————" vrify itis a Client Hello
Extract Client Random
Select a CipherSuite and
Compression Algorithm
Verify protocol version <+———————————  Server Hello
Extract Server Random
Extract selected Cipher Suite
and Compression Algorithm

ifi *
Verify Server Certificate Certificate

Extract Public Key ServerKeyExchange*

CertificateRequest*

Recognize end of Server Helo =+ ServerHelloDone

Generate Premaster Secret

Certificate*
ClientkKeyExchange —————  Decrypt the Premaster Secret with

Server's private key

CertificateVerify* Generate Master and other keys

ChangeCipherSpec » Indicates the Cipher Suite to be used
for encrypted session to follow

Finshed —————— pecrypt and verify message content

integrity with Cipher Suite and keys

Indicates the Cipher Suite to be used -——————  ChangeCipherSpec
for encrypted session to follow

Decrypt and verify message content ™% Finished
integrity with Cipher Suite and keys

Application Data -«————— Application Data

* Optional Components

Figure 1 — The SSL Handshake.

Asfigure 1illugtrates, an SSL sesson is sarted following a successful TCP connection,
and beginswith a Client Hello. The client_hello comprises the following information:

Versgon — The verson of SSL that the dlient wishes to use in communications.
Thisis usudly the most recent verson of SSL. supported by the client.
Random — a 32-hit timestamp coupled with a 28 byte random structure.
Sesson ID — This can either be empty if no sesson _id data exigts (essentidly
requesting anew session) or can reference aprevioudy issued sesson id.
Cipher Suites— A ligt of the cryptographic agorithms, in preferentia order,
supported by the clients.



Compression Methods — A list of the compression methods supported by the
client (typicaly null).

The server then processes the information received in the client_hello and issues an dert
upon failure, or aServer Hello upon success. The server_hdloissmilar to the
client_hello, the biggest difference being in the Sesson ID portion. If the client_hello
contained a session _id, the server will look up the offered session id in its sesson cache.
If the server finds the ID inits cache and determines it can be resumed, it will respond
with the same sesson _id. Thiswill indicate aresumed session, and the handshake then
moves immediately to the finished message. If no match was found in the sesson cache,
the server will issue anew session id.

Next isthe Server Certificate. The server sendsits certificate, typicaly X.509v3, to the
client in aformat that abides by the advertised Cipher Suite's supported key exchange
agorithms. Subsequently, if the server requests a client certificate, the same process
occurs. Verification of the server certificate involves checking the following:

Is the certificate date range vaid?

Istheissuing CA trusted? The client checks whether the Digtinguished Name
(DN) of theissuing CA appearsonitslis of trusted CA’s. If it does, the
verification continues. If it does not, the client attempts chained certificated
verification up to alevd that istrusted. More on certificate chaining later.

Does the Common Name (CN) of the certificate’ s subject match the name of the
sever?

If any of the above three conditions aren’t satisfied, the web-browser will issue a
warning to the client about the discrepancy, dlowing the user to continue or
terminate the connection attempt.

Although unlikely, in ingdances where the server has no certificate, or no appropriate
certificate, the server can optiondly issue a Server Key Exchange message. This
message contains hashes of the client and server hello random structures, and aso key
exchange agorithm specific data. Following this, the server can issue a Certificate
Request to the client, if the server is so configured. The server then indicates the end of
the server_hello with a Server Hello Done message.

The client may now begin to send data to the server. If requested, the dient will provide a
Client Certificate. If one was requested but none is available, the client can send a
no_certificate dert to the server instead. Depending on the server’s configuration, the
connection may resume as normd, or it could be terminated by the server. The Client
Key Exchange follows, employing the agreed upon key exchange agorithm. The most
common key exchange dgorithm is RSA. The RSA key exchange begins with the client
generating a 48 byte pre-master-secret which it then encrypts with the server’ s public key
extracted from ether the server certificate or from the server key exchange. The client
then sends the result in an encrypted pre-master secret message to the server. The client
verson isincorporated into this message to prevent version rollback attacks.



It is the generation of the pre-master-secret, the conversion of the pre-master-secret into
the master- secret, and the conversion of the master-secret into keys and MAC secrets that
are S0 computationdly intensive as to necessitate SSL offloaders.

The dient may now optiondly send a Certificate Verify message, which isused in cases
where the client submitted a certificate with signing cagpabilities. Findly, the client sends
aChange Cipher Spec, and an encrypted Finished message, indicating that the key
exchange and authentication processes were successful, and that al subsequent
communications will be encrypted with the agreed upon agorithms. The server then
verifies the finished message received, sends a change cipher spec and finished message
of itsown. Application Data can now be transmitted by the Record Layer between the
two parties.

Summarily, as aresult of the handshake, the following sesson state information is
determined:

Sesson ldentifier — the SSL Session ID is a byte sequence chosen arbitrarily by
the server, and used by the server to track sessons. Additiondly, the Sesson ID
has come into use by Internet Traffic Management devices (load baancers, and
content switches) to help maintain session perdstence across multiple devices.
Certificate Exchange — an X.509v3 certificate can be sent to and from both peers
to provide identity authentication. In atypical SSL session, the peer certificate is
only requested from the server so that the client may verify that the server iswho
sarver damsto be. All versons of the X.509 certificate contain the following
information:

0 Verson-— ldentifiesthe verson X.509 (current 1, 2, or 3)

0 Serid Number — A unique serid number assgned during cregtion.

0 Sgnature Algorithm Identifier — The dgorithm used by the CA to sign the
certificate (such as MD5RSA).

0 Issuer Name— The name of the entity that Sgned the certificate. Thisis
usudly awdl-known Certificate Authority, such as Verisgn, or it canbea
sdf-ggned root CA.

o Vdidity Period — The vaid from and vaid to dates of certificate.

0 Subject Name — The X.500 standard Digtinguished Name (DN)
representation, such as.
CN=www.sonicwall.com,0U=Sonicwa|SLC,0=Sonicwall,C=US (CN is Common
Name, OU is Organizational Unit, O is Organization, and C isthe Country.)

0 PublicKey — The subject’s public key and an agorithm identifier
specifying the public key agorithm in use (such as RSA — 1024 bits).

X.509v3 added support for extensons that could be used to define the behavior,
or intended purpose of a certificate, such as“keyCertSign”, which means that the
certificate can be used for sgning only.

Compression Method — Specifies the algorithm used to encrypt the data. Thisis
typicdly null.

Cipher Spec — Specifies the algorithm used for bulk data encryption (such as RC4,
DES, or 3DES) and the hash dgorithm (such as MD5 or SHA-1). Also defines
cryptographic attributes such as hash Sze, and initidization vector (1V) sze.



Master Secret — The 48-bytes shared- secret key used for bulk-encryption.

Is Resumable — Specifies whether this session can be used to create new
connections, as defined earlier.

Through the function of the Record Protocol, the Record Layer encapsulates the three
different protocols of the Handshake Layer, as wdl as the high-level protocol data of the
gpplication layer, such as HTTP. The Record Protocol operates on high-level dataas
follows

1. Fragmentation. Higher-layer datato be transmitted is broken into blocks
no larger than 21# (16,384) bytes.

2. Compression. Although the protocol supports compression, neither
SSLv3.0 nor TLS (SSLv3.1) specify acompression agorithm, so noneis
currently applied.

3. MAC Computation. A Message Authentication Codeis calculated from
the data. The MAC is amessage digest, or a one-way hash code that is
farly easy to compute, but whichisvirtudly irreversble. In other words,
with the MAC done, it would be theoretically impossible to determine the
message upon which it was based. It is equaly impossible to find two
different messages that would result in the same MAC. If the receiver’s
MAC cdculation matches the sender’ s MAC caculation on a given piece
of data, the recelver is assured that the data has not been atered in transit.

4. Symmetric Encryption. The sender’ s data and the accompanying MAC
are encrypted using the shared- secret key, determined by the Handshake
Layer, employing the encryption agorithm aso determined by the
Handshake Layer.

5. SSL Record Header. The record header provides four pieces of
information:

- Content Type — indicates the source high-level protocol providing
the data. Thisfied can designate any of the three previoudy
mentioned Handshake Layer protocols, or application_datais the
data sourcewas HTTP, for example.

Magor Verson — indicates the mgor verson of SSL inuse, eg. “3”
for SSLv3.0.

Minor Verson — indicates the minor verson of SS9, eg. “0” for
SSLv3.0.

Length — the number of bytesin the block.

Some of the areas touched- upon above deserve further explanation. In particular, we will
look a Public-Key Cryptography, Message Digests, and Symmetric Cryptography as
employed by SSLv3.0. Before delving into these areas of modern cryptography, however,
the following section offers an aoridged history of cryptography. This primer sarvesas a
good point of contrast to modern cryptography, and aso helps to illustrate the complexity
of even early cryptographic methods. More than anything else, it helps us to gppreciate
the role of the computer in securing communications.



[return to top]

A Brief History of Cryptography:

Traditiona cryptographic systems, or private-key cryptography, have been around in one
form or another for centuries. A few of the smpler historica cryptographic sysems will
be explained here as an introduction to cryptography, and to offer a point of contrast with

modern cryptography.

The Caeser Cipher
One of the oldest known crypto systems, the Caeser Cipher, dates back 2000 years, and
used a Ssmple subgtitution, or shifting scheme:

Pan: ABCDEFGHI1JKLMNOPQRSTUVWXYZ
Key: EFGHIJKLMNOPQRSTUVWXYZABCD

So the plain-text message “ Thereis amoose in my backyard” would produce the cipher-
text “XLIVI MW E QSSWI MR QC FEGOCEVH.” Substitution ciphers appeared in
other, dightly more complicated formets, including various types of mono-a phabetic
subdtitution ciphers that used mixed, non-duplicated 26 letter keys. This method offered
26! keys (4 x 10°® keys) and was for along time thought to be secure. (Note: the above
exampleisnot a“cdassc’ Caeser cipher. The classic Caeser cipher used athreeto the
right modulo 26 character shift, where“A” would become “D”, “B” would become“E”,
etc. Our example uses afour to right modulo 26 character shift, but is till considered a
Caeser cipher.)

Cryptandysis, or the deciphering of cryptographic messages, was formaly introduced as
early asthe 9" century. Early cryptanalysts described a method called frequency analysis
that could be used to decode messages encrypted with substitution routines. Frequency
andyss, as applied to the English dphabet, yields the following:

Frequency Occurrence in English Alphabet
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Figure 2 — Frequency Analysis of the English Alphabet.

The vulnerability of mono-a phabetic ciphersto frequency based cryptanaytic attack was
addressed with poly-aphabetic ciphers, the best known of which isthe Vigenére Cipher.
The Vigenére cipher was introduced in the 16" century by French diplomat Blaise de
Vigenere, and was basicaly an implementation of the Caeser cipher combined with a



keyword. For our example, we Il use the keyword “KEY” and repest it for the length of
our plain-text message:

Pan-text: TherelsNoSpoon
Key: KEYKEYKEYKEYKE
Trandation Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ

K - CDEFGHIJKLMNOPQRSTUVWXYZAB
E > FGHIJKLMNOPQRSTUVWXYZABCDE
Y - DEFGHIJKLMNOPQRSTUVWXYZABC

To goply, if the plain-text letter “L” appeared over the key letter “K”, we would use the
“K” trandation aphabet, and substitute an “N” for the“L”. If the“L” gppeared over the
key letter “Y”, we would subgtitute an “O” for the“L”, etc. Applying the key and
trandation table to the plain-text above would produce the following :

Cipher-text: VmhtjLuSrUurqgs

Clearly, the Vigenére cipher is not immediately susceptible to frequency analysis because
of the multiple shared trandation a phabets that are used in connection with a shared key.
Thelonger the cipher-text, however, the more likdly it isthat identical sequences of
characters will occur at adistance that is amultiple of the key length. Thiscould lead to a
reasonable guess of the length of the key. Once the key length is known, the system
becomes considerably more vulnerable to attack.

Dozens of other ciphers and enciphering mechanisms were introduced throughout

history, most notably the Playfair cipher, invented by Lyon Playfair and Charles
Wheatstone in the 19" century, and the Hill Cipher from Lester Hill. Although there have
been many other well known cryptographic mechaniams, such as the Enigmamachine,
the Affine Cipher, and Purple, they have been excluded for reasons of complexity and
brevity.

The Playfair Cipher

The Playfair cipher requires that the sender and receiver share a key word, which can be
any length. If the keyword has duplicated letters, duplicates should be omitted. For our
example, let’s use the key word “BEANS’. Next, a 5x5 cipher-square is created,
beginning with the key word, and continuing with the remainder of the aphabet. The
letters“1” and “J' are combined into a single square. The result would be the following:

_U
slo|x|o|m
x|z |m(>
<[H[Z[®(=Z2
N|c|o|xz|»




The plain text message to be encoded is then broken into digraphs, or pair of letters. If a
sngle digraph contains the two of the same letters, it should be broken into two digraphs,
and an “X” should be added to both. Smilarly, if the plaintext contains an odd number of
letters, the find letter should be padded with an “ X” to create a digraph. Take the
following plaintext message: “The monkey stole my shoes’. Thiswould produce the
following series of digraphs “TH-EM-ON-KE-YS-TO-LE-MY-SH-OE-SX”. Therules
for replacement using the cipher-square are asfollows:

If the digraph letters appear in the same cipher-square row (like “BE” or “AS’)
they are replaced by letters immediately to their right, wrapping around when
necessary. “BE” would become“EA”, and “AS’ would become “NB”.

If the digraph letters appear in the same cipher-square column (like“1P” or “SO”)
they are replaced by letters immediately beneath them, wrapping around when
necessary. “1P” would become “PV”, and “ SO” would become “HU”.

If the digraph letter gppear naither in the same row nor column in the cipher-
square (like“AP’ or “FO”) you would:

0 Look dong therow inwhich the first letter gppears until you reach the
column of the second letter. The letter of intersection is used to replace the
fird letter. (“A” would become“B”)

0 Look dong the row in which the second letter appears until you reach the
column of the firdt letter. The letter of intersection is used to replace the
second letter. (“P” would become“R”, making “AP” into “BR”)

Our plaintext, enciphered using the above cipher-square would be:

Plantext: THEMONKEYSTOLEMYSHOESX
Ciphertext: UGNKMSQDZNUMKATNHOKSAZ

Decryption would involve the same operation in reverse. Congtruct the cipher-sgquare
using the shared secret keyword, break the message into digraphs and replace according
to the same rules, thistime shifting to the lft rather than right, and up rather than down.

The Hill Cipher

The Hill cipher is a polygraphic system that depends upon matrix multiplication and
modulus arithmetic. A matrix isan array of numbers with a certain number of columns
and rows. In aHill cipher gpplication, the matrix will dways have an equa row and
column count. Modulus arithmetic, in extremey smple terms, concernsitsalf with
remainders of divison. Our example of the Hill cipher will use the 26 |etters of the
English dphabet, so we will perform our multiplication operations modulo 26 or (mod
26). If any of the products of our multiplication exceed 26, we will divide that number by
26, and our remainder will replace the number. For example, if we produce the number
32 asaresult, 32 (mod 26) = 6, so 32 will be replaced by 6.



The Hill cipher is not bound to the 26 Ietters of the dphabet, but can dso include
numbers and symbals. If the numbers 0 through 9 were added, we would then operate
(mod 36), but for our example, we will use the aphabet alone.

We begin by assgning anumericad vaue to every plaintext letter:

A|B|C|D|E]JF|G[H]|I J|KJ|JL]|M
0Ol1]1]2]13]4]|5[6[7]8|]9]10]11]12
N[O|IP|Q]|IR|S|TJU[VIW[X]Y]|Z

13/14115]116(17]118[19[20|21| 22| 23|124 |25

Plaintext |etters are then grouped into n letters, for our example we will use n=2 or the
smplest form of the Hill cipher, the Hill 2-cipher. Our resulting enciphering mairix, or
key, would be 2x2. Sdecting the members of the matrix cannot be done arbitrarily, but
must abide by a series of requirements whose explanations are well beyond the scope of
this FAQ. For more information on matrix congtruction as gpplied to enciphering and
deciphering with the Hill cipher, read on concepts such as determinants and matrix
inverson, or refer to atext on Linear Algebra

& 50

€ U
Let ususethe matrix & 70 whose determinant is 1, and iseadly invertible (can be used
to congtruct a deciphering matrix) and apply it to the following:

Maintext: CheeseAndEggs

Plaintext: CHEES EAN DEGGS A

Trandated: 27 4418 40 13 3 4 6 6 18 0 (0addedfor padding).
Innxnpars  (2,7)(4,4)(18,4)(0,13)(3,4)(6,6)(18,0)

We now take the nxn pairs, and multiply them by the key matrix. Matrix multiplication is
performed by multiplying arow’s members by a column’s members, adding the results,

and moving in this fashion through the metrices. For example, our first equation below
would be as follows. (2x3)+(7x4) = 6+28 = 34 (our first member) and (2x5)+(7x7) =
10+49 = 59 (our second member). (34,59) mod 26 = 34/26 = 1 remainder 8 and 59/26 =
2 remainder 7 = (8,7).

& 5u
€ U

[27] & 70=(34,59) mod26=(8,7) = IH
& Su
€ U

[44] & 70=(2848) mod 26 =(2,22) = CW
& 5u
€ u

[184] € 70 =(70,118) mod 26 = (18,14) = SO
& Su
(5 U

[013] & 70 =(52,156) mod 26 = (0,0) = AA



& Su
€ u

[34] & 70=(2543) mod26=(2517) = ZR
& Su
(5 U

[66] € 70=(4272) mod 26 = (16,20) = QU
& Su
€ u

[18,0] & 7U=(54,90) mod 26 = (2,12) = CM

Ciphertext: IHCWSOAAZRQUCM

é7 21
€ U
To decrypt, you would gpply the inverse of the key matrix: &2 30 tothe Ci phertext.

And the Hill Cipher istrivia when compared to DES.

Conventiond cryptographic systems are made stronger by the size of the key, and by the
complexity of the operation performed to encipher the clear-text. The larger the key, the
lesslikdy it isto be guessed, and the more complex the cryptographic dgorithm, the less
vulnerable it isto most methods of cryptandyss. Ultimately, no matter how large the key
or complex the calculation, there remains one weakness to private-key cryptography: The
private key must be shared between encoding and decoding parties. If someone manages

to get hold of the key during the sharing process, it can aways be used to decrypt the
cipher-text.

[return to top]

Public Key Cryptography

To address the often challenging issues of key sharing and the aforementioned problems
inherent in symmetric cryptographic sysems, Whitfield Diffie and Martin Hellman in

1976 introduced the first Public Key Cryptography (PKC) System. A year later, Ronald
L. Rivest, Adi Shamir, and Leonard Adelman introduced the RSA dgorithm, the key
exchange dgorithm most commonly used in SSLv3.0. Unlike secret-key, or symmetric
cryptography, public-key cryptography uses two keys—a public-key and a private-key—
for encoding and decoding.



The Server sends its certificate to the
client as part of the SSL Handshake
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The client extracts the server's public-key

from the certificate, and uses it to encrypt

the random pre-master-secret as part of
the RSA key exchange

The server receives the encrypted
pre-master-secret, and uses its
private key to decrypt it.

_|

Figure 3 — An Excerpt from the SSL Handshake Illustrating PKC

PKC, asemployed by SSL for encryption, uses the public-key for encoding a message,
and the private-key for decoding the message. Even though it was encoded with the
public-key, the public-key cannot be used to decrypt the message. The public-key can be
shared with anyone, and regardless of who has the public-key, the security of the
cryptosystem is not compromised. Thisis achieved through complex math involving
cdculations performed on large prime numbers. So complex are these calculations that
even today’ s powerful processors can be quickly become overburdened with
computations.

What followsis agreatly smplified example of RSA’s cdculations using very small

prime numbers. Keep in mind that a 512-bit key is about 155 digits long, and 512-bit
RSA is congdered the “weak” verson of the cryptosystem. In fact, RSA recommends
using no lessthan a 768-hit key for persona use, 1024-bits for corporate use, and 2048-
bit for extremely vauable keys.

Start with two prime numbers, p and g, and multiply to find their product n (the
modulus).

p=7, g=11, n=(pQ)=77

Sdect the public exponent. This number, e, should be less than n, and should also
be rdaively primeto (p-1)(g-1). This means that we are looking for a number
that shares no common factors with (7-1)(11-1) = 6*10 = 60. The factors of 60
include 1, 2, 3,4, 5, 6, 10, 12, 15, 20, 30, 60. Let’s use the number 17, which
happens to be prime, dthough public exponent primacy is not a requirement.

Now we have to find a number, d, such that (ed-1) isdivisble by (p-1)(g-1). A
number that satisfiesd is 53: 17*53=901. 901-1=900. 900/60=15.



e and d are the public and private exponents. The public-key will conggt of the
modulus and public exponent (n and €), and the private-key will consst of the
RSA verson number, the modulus (n), the public exponent (e), the private
exponent (d), the two prime factors (p and q), the exponent (d mod (p-1)), the
exponent (d mod (g-1)), and the coefficient (g mod p).

The prime numbers chosen as p and q should be approximately one-haf the length of the
key szein use. On a 1024-hit key, then, the primes should be about 512 bits each, or
about 155 digits long. Ever tried to find a 155-digit prime number? How about
multiplying two 155-digit numbers together? Well, that’ s just the beginning, anyway.
Now for the actua encryption and decryption with the keys. Let’s use the public and
private keys we just generated:

p=7 - Thefird prime number

=11 - The second prime number

n=77 - The modulus— this number is roughly equivalent to a 6-bit key.
e=17 - The public exponent (key)

d=53 - The private exponent (key)

And let’s use these va ues to encrypt the plaintext letter “A” which in decima
representation is 65. We do this by taking our plaintext (represented as “t”) and
exponentiating it by our public key (mod) the public modulus. The syntax is: t©
mod n or:

65" mod 77.
65 = 6,599,743,590,836,592,050,933,837,890,625
6,599,743,590,836,592,050,933,837,890,625 mod 77 = 32

So our plaintext letter “A”, whose decima vaueis*®65” gets RSA encrypted with
a 6-hit k?/ as ciphertext “32”. The syntax for decryption is (ciphertext represented
as“c’).c"modnor:

32°% mod 77.

32°3 = 5.9285549689505892056868344324448e+79 (best my calculator could
do...)

5.9285549689505892056868344324448e+79 mod 77 = 65

And there we have RSA encryption and decryption of the letter “A”.

This above hepsto illugtrate why RSA is consdered a trapdoor function: It issmpleto
congtruct a function to generate alarge number (the modulus) from two prime factors, yet
it isinfeasible to determine those prime factors from that modulus. Thisis what makes
RSA, and PKC’sin generd s0 secure, and so processor intensive. The larger the
modulus, the more secure the encryption. Why, then, don’t we just use the largest

cd culable modulus? The modulus sizes chosen for most RSA operations—either 512 or
1,024 bits—was selected because they are balanced between strength and computational



cost. For encrypting extremey sengtive data, modulus sizes of 2,048 bits are sometimes
used. Every time the modulus length is doubled, public-key operation time requirements
(encryption and signature verification) increases by afactor of four, and private-key
operation time requirements (decryption and signing) increases by afactor of eight.

RSA isnot used for the entire SSL session because of its enormous CPU costs. Instead,
SSL uses RSA’ s public-key encryption to encrypt and securely transport a shared-secret
key for the SSL sesson to use for the bulk cryptography of the sesson. The shared-
secret, or symmetric key that can be used isusualy 40, 56, 128, or 168 bits (Rivest
Cipher 2-4, DES, 3DESetc.). The recommended minimum shared-secret bit length is 70-
bits. DES, the Data Encryption Standard, operates at 56- bits, and has recently been
replaced by AES, the Advanced Encryption Standard. The chosen AES dgorithmiis
Rijndad (pronounced “Rhine Dahl”) and it supports 128, 192, and 256 bit keys. There
are no immediate plansto incorporate AES into SSL, but given SSL’s extengible
architecture, this could happen quickly.

For the sake of comparing symmetric and asymmetic cryptography, symmetric
cryptography is generdly considered at least 1,000 times less processor intengive than
asymmetric cryptography, and, as the key bit-lengths suggest, it does not require nearly
aslarge akey to be considered secure.

PKC can ds0 be used for Digital Signatures by encrypting (or Sgning) amessage with a
private-key. Once encrypted with the private-key, only the public key can decrypt the
message. Obvioudy, thisimplementation of PKC does not offer confidentidity; since
anyone can obtain the public key, and anyone can decrypt the message. What it does
offer issSgner authentication, thet is, it irrefutably indicates who encrypted the message.

[return to top]

M essage Digests

Message digests are mathematica functions—also known as one-way hashes—that are
easy to compute but virtualy impossible to reverse. The message digest serves asa
fingerprint of sortsfor data. As such, it isan eement of Digitdl Signatures, SSL, and
most other data security mechanisms. The hashing function takes variable length data as
an input, performs afunction on it, and outputs a fixed length hash vaue. In addition to
being non-reversble, arequirement of a strong one-way hash function isthet it be
collison-free. This means that no two inputs should result in the same output.

SSL. commonly employs MD5 (Message Digest 5) and SHA-1 (Secure Hash Algorithm
1) for its hash functions. Both are derived of MD4, but SHA at 160-bitsisgenerdly
considered more secure than MD5 at 128-hits not only because of key length, but aso
because of dgorithmic strength.

[return to top]



Supported Crypto Schemes

The Sonicwall SSL. Offloaders supports three predefined Security Policies, and a'so
alows you to define your own. The predefined policies, and their associated agorithm
are:

Default

ARC4-MD5,ARC4-SHA . EXP-ARC4-MD5,EXP-ARC4-SHA,
EXP1024-ARCA4-MD5,EXP1024- ARC2-CBC-MD5,
EXP1024-ARCA4-SHA ,NULL-MD5NULL-SHA

Weak

EXP-ARC4-MD5,EXP-ARCA4-SHA ,EXP-ARC2-MD5,
EXP1024-ARC4-MD5,EXP1024-ARC2-CBC-MD5,
EXP1024-DES-CBC-SHA ,EXP1024-ARCA4-SHA ,NULL-MDS5,
NULL-SHA EXP-DES-CBC-SHA

Srong
DES-CBC-MD5,DES-CBC-SHA,DES-CBC3-MD5,DES-CBC3-SHA,
ARC4-MD5ARC4-SHA

All

DES-CBC-MD5,DES-CBC-SHA ,DES-CBC3-MD5,DES-CBC3-SHA,
RCA4-MD5,ARC4-SHA EXP-ARC4A-MD5,EXP-ARCA-SHA,
EXP-ARC2-MD5,EXP1024-ARCA4-MD5,EXP1024-ARC2-CBC-MD5,
EXP1024-DES-CBC-SHA ,EXP1024- ARCA4-SHA ,NULL-MDS5,
NULL-SHA ,EXP-DES-CBC-SHA
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Certificates

What isa Certificate?

Public key certificates are digita stlamps of approval for eectronic security. Thereare 3
main characterigtics of certificates:
1. Provideidentification of the web Ste and the owner
2. Contain the public key that will be used to encrypt and decrypt messages between
parties
3. Provideadigita sgnature from the trusted organization thet issued the certificate
and when the certificate expires



Thisinformation is critica because it determines whether the certificate can be trusted.
Any system that knows the issuer of the certificat€' s public key can verify the sgnature
and ensure the vaidity of the certificate.
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What isa Certificate Authority?

Theissuer of acertificate is traditiondly known as a Certificate Authority (CA). The CA
isthe one who digitdly signs a certificate and ensures its validity. There are two types of
CA, private and public. Private CA issue certificates to be used in private networks
where they can vaid the certificate. Public CA issues certificates for serversthat belong
to the generd public. A Public CA must meet certain requirements before they are added
as aroot authority to abrowser. Because thisis a controlled process, dl public CA must
be registered to issue certificates. The most popular public certificate authorities are
VeriSign, RSA Data Securities, Thawte, Entrust, and Baltimore Technologies.
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How Many Certificates Do | Need?

Each certificate contains information specific to a Common Name, or host name. An
example would be: www.sonicwall.com. The web ste for this Common Name would
only have one certificate no matter how many servers were actudly available to serve
content. However, some Certificate Authorities have license redirictions that limit the use
of acertificate to asingle server. Please check with your Certificate Authority prior to
usng asngle cetificate for multiple commonly named servers.
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How Many Certificates Can The SonicWALL Appliances Manage?
The SonicWALL SSL devices will store up to 255 certificates. This value could decrease

if acertificate exceeds 5k bytesin Sze (the average certificate is 1k) or if multiple
certificates are chained together.

[return to top]

How Do | Get A Certificate?



An issuer of a certificate is known as a certificate authority (CA). The form used to
obtain a certificate from a CA is known as a certificate Ssgning request (CSR) which
generates a PK CS10-formatted certification This request is located on the web ste of all
certificate authorities. Another way to generate a CSR isto use utilities like OpenSSL or
from Microsoft [1S. This gives one the opportunity to generate a saf-sgned certificate,
onewhich isnot validated by a CA but is available for internd testing purposes, or can be
forwarded to a CA to be signed.
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What Certificate Formats Are Supported?

The standard format for public key certificatesis known by it ITU specification number
of X.509. However, the X.509 certificate can be stored in different file formats,
depending on how one cregates the certificate.

We accept three kinds of Certificate Signing Requests (CSR's). Thefirst kind, and by far
the most popular form, isthe DER format. In technical terms, thisis a BASE64 encoded
DER PKCS#10 Certificate Signing Request. Most modern web server software will
generate a CSR in this format: ApacheSSL, Stronghold, Netscape's newer servers,
Microsoft I1S and Zeus dl comply with this specification.

The second form of CSR we accept is based on the Privacy Enhanced Mail (PEM)
specification. WebSite Professiond 1.1x, 4D WebSTAR Server Suite/SSL, Lotus
Domino 4 and some other older servers generate these CSR's.

The third form is specific to Microsoft [1S. Thisformat iscadled NetllS. It actudly
combines the certificate with the public key and the private key into asinglefile.
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What Are The Current Certificate Export Laws?

The new US encryption export regulations took effect on 14 January 2000. In terms of
the new regulations, CAs may now export certificates to any non-government entity and
to any commerciad government-owned entity (except those that produce munitions), in
any country except Afghanistan (Tadibancontrolled areas), Cuba, Iran, Iraqg, Libya, North
Korea, Serbia (except Kosovo), Sudan and Syria.
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What Are SuperCerts, SGC and Step-Up Certificates?



Sep-up or SuperCerts Certificates:

Certain certificate Authorities have obtained a specid license from the US government to
issue certificates that enable international versions of the browsers to do 128-hit
encryption. This license alows them to issue Strong Encryption Certificates to enable
strongly (128-hit) encrypted communications for internationa browsers. US*domestic’
versons of al browsers should aways give you 128-bit security, but your server must
support 128 bit, and you must have generated a 1024 hit key.

Browser Compatibility

SuperCerts are recognized by 1E 5.01, Netscape Communicator 4.7 and later browsers.
Older browsers will still create a secure SSL. connection at 40, 56 or 128 bits depending
on the precise browser version.

Microsoft Server Gated Cryptography (SGC):

Banks and their customers around the world now have a secure way to begin taking
advantage of the convenience and efficiency of online banking. The U.S. government’s
recent decision to allow companies to export products that use strong, 128-bit encryption
means that Microsoft and others can take online banking a big step forward. Microsoft is
responding to the decison by ddivering a full solution, which you can read more about at
our Server Gated Cryptography (SGC) site.

Benefits

Here are some of the benefits that Microsoft’s Server Gated Cryptography (SGC)
solution provides. Banks and financid indtitutions can securely conduct financid
transactions with their retail customers worldwide without requiring customers to change
their sandard Web browser or financia software. Microsoft's online banking solutions
do not require any specid client software. Customers can use standard, off-the-shelf, 40-
bit exportable versons of Microsoft Internet Explorer to connect to an SGC server and
conduct secure transactions with strong, 128-hit encryption. SGC isfully interoperable
with Netscape browsers and servers. This means that Internet Explorer users will be able
to use 128-hit encryption while communicating with Netscape servers.
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Can | Be My Own Certificate Authority?

Yes. Thisisgenerdly done for testing and evauation purposes. The certificateis
generated viaa CSR but sgned with your information. If abrowser receives a self-
sgned certificate, it will post amessage stating that you are accessng a non-trusted site.
Another option isto obtain alicense from a CA to generate your own certificates and
then chain them with avdid certificate from the CA.
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What IsKey Management?

With each certificate there is a private-key and a certificate association. When acluster of
servers ded's with multiple certificate’lkey combinations, the management can become a
nightmare. Traditionaly the web servers had to dedl with managing these combinations.
The situation becomes compounded with each key added to the cluster. By using SSL
offloading appliances, the key management issue becomes smple since it operates
independent of the web server. One no longer needs to administrate multiple applications
but can centrdize dl SSL key management to a sngle platform.
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SSL or VPN

Dol need SSL, a VPN, or both?

SSL offers spontaneous security while VPN’ s require some pre-configuration to offer
security. Oneisno more or less secure than the other. When deciding which isright for
you, look at the environment you are trying to secure. The big question isredly “Am 1 in
control of everyone who will be connecting?’ If the answer is*Yes’ and you are
prepared to commit to managing these secure users, then aVPN iswdl suited to your
needs. A VPN aso offers the ability to easily and securely connect remote subnets, or
remote offices, together viathe Internet. SSL does not currently offer asmple way of
doing this.

If you are running an e-commerce ste, afinancid services site, or any other sort of
publicly accessible ste that could potentidly be visited by millions of anonymous users,
SSL isthe proper security solutions.

If you have remote users, remote offices, or partners to whom you wish to provide secure
access to your network, aVPN isthe proper solution. Most network operations concerned
with security employ both VPN and SSL solutions for their respective security offerings.
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What isa PK1?

A Public Key Infragtructure (PK1) provides security services, including certificates, key
management and policy management. These services are used by avariety of
gpplications both in intranets and within the Internet. These gpplications include specid
PK1 services that support digital signature, data encryption and other authentication
services.



In generd, PKI products and services alow organizations to establish security domains,
and then issue certificates that vouch for the vdidity of public keys used within those
domains. These functions are becoming increasingly important for a variety of network
gpplications and services like virtud private networking (VPNS), secure socket layer
(SSL), secure email and others.

In summary, a PK1 conssts of the following basic components:
- Caertificates that bind public keysto the identities of the owners
Application that uses public key cryptography in a client / server model
Certificate Authorities that issue certificates
The ability to create trust relationships from one CA to another CA
Creation of policiesthat can govern the use of dl of the components used in PKI
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Supported Protocols

What protocols are supported?

SSL isaprotocol independent security mechanism. Any TCP protocol can make use of
SSL, and SonicWALL’s SSL. Offloaders support dl of these protocols. Just like HTTP,
which normally operates on TCP port 80, has an SSL counterpart on TCP port 443, most
other well known TCP services have SSL counterparts. The following isalist of some of
the better known TCP over SSL services:

Secure Service | Secure Port | Non-Secure Service | Non-Secure Port
SSMTP 465 SMTP 25

SNEWS 563 NNTP 119

SSL-LDAP 636 LDAP 389

SIMAP 993 IMAP 143

SPOP3 995 POP3 110

TELNETS 992 TELNET 23

HTTPS 443 HTTP 80
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How do | configure[x] protocol on my SSL-x?

Configuring any TCP protocol over SSL. on a SonicWALL offloadersis as easy as
configuring HTTPS. Let’s say you want to configure the SSL-x to Offload a Secure
POP3 server. No reconfiguration would be necessary on your POP3 service (assume IP



address 10.8.8.8), it would continue to listen on port 110. On the SSL-x, the service
definition would look like this

ssl
server securepop3 create
ip address 10.8.8.8 netmask 255.255.255.0
sslport 995
remoteport 110
keyassoc default
secpolicy strong
end

Subdtitute Key Associations and Security Policies as necessary.

[return to top]

Web Servers

What Web Servers Are Supported?

The SonicWALL SSL accelerators work with any web server gpplication. Dueto the
nature of offloading, these appliances operate completely independent of the application
There are no specid software hooks or recompilation required. This solution offers
severd advantages.
1. Thismakes SSL certificate & key management easier since they are no longer
dependent on the different types of server.
2. Cregtesto ahility for Service Providersto offer SSL as a core technology since
SSL isremoved from the server.
3. Eliminaesthe need to limit the certificate from working in only one application
platform.
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How Do | Get An Exigting Certificate and Key From My Web Server?
If you are usng:

Apache mod _SSL

The key and certificate locations are listed in the SAPACHEROQOT/ conf/httpd.conf
file The default key is SAPACHEROOT/conf/ sd.key/* .key .The default certificate is
$APACHEROQOT/conf/ sd.crt/*.crt .Note the name and location of these ements.

ApacheSS_

The key and certificate locations are listed in the $APACHESSL ROOT/conf/httpd.conf
file. The default key is SAPACHEROOT/certs'* key .The default certificate is
$SAPACHEROOQOT/certs/* .crt . Note the name and location of these dements.



Sronghold

The key and certificate locations are listed in the

$STRONGHOL DROOT/conf/httpd.conf file. The default key is
$STRONGHOLDROOT/sd/private* .key .The default certificate is
$STRONGHOL DROQT/sd/*.cert .Note the name and location of these dements.

Windows NT

The certificate file isin the directory specified when the certificate was downloaded from
the CA.

Double-click the certificate file to open the viewer.

Click the Details tab.

Click Copy to file .The Certificate Manager Export Wizard opens.Click Next .
Select the DER-encoded binary X.509 radio button.Click Next .

Specify afile name and location.Click Next .

Click Finish.

Click OK when you see the successful completion notice.

Exit the Certificate Manager Export Wizard.

Close the certificate viewer.

CoNo O~ WNE

The keys are located within the Key Ring —the key manager program.

1. Follow theseingructions to export a key.

2. Click the Start button, point to Programs>Windows NT 4.0 Option
Pack>Microsoft Internet Information Server, and click Internet Service Manager
.The Microsoft Management Console opens.

Navigate to the web Ste usng the object list.

Right-click the web site key ring object and click Properties in the shortcut menu.
Click the Directory Security tab.

Click Edit in the Secure Communication pand.

Click Key Manager.

Click the key to export.

On the Key menu, point to Export Key, and click Backup File.
10 Read the security warning and click OK.

11. Sdect afile location and enter afile name.

12. Click Save.

13. Exit the Internet Service Manager.
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Device Configuration

How Many SonicWALL OffloadersDo | Need?

Aswith any resource alocation, one heeds to plan for the worst-case scenario. For SSL
traffic this represents the peak traffic levels plus what is forecasted in the future. Once
the worst- case scenario is known, the other factor to take into account is redundancy. To



cregte a high available cluster, one must add in redundant services and network paths.
Thisistrue for SSL offloaders aswell. Built into each SonicWALL appliance are the
cgpabilities to fail-over to another unit. When multiple SSL appliances are deployed with
aload balancer, the load balancer handles the fail over from one SSL. gppliance to
another.
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What Management Options Do The SonicWALL SSL Appliances Offer?

There are 3 modes of management:

1. Commeand line utility for remote adminigration. The utility runs on amachine
that has network access to the server port of the SSL gppliance. The utility does
an UDP broadcast to show al devices available for configuration. The utility
includes a quick start wizard for added ease of use and the commands can be
scripted. Security is handled via passwords / access lists and encrypted
communication.

2. Console port vianull-modem serid cable. The management festures available
thru the console are limited. The commands available include network settings, IP
settings, one-armed mode of operation, firmware updating, and resetting of
configuration.

3. Browser based GUI configuration. From any browser on the secure side of the
SSL gppliance, managers can configure the SSL parameters. The GUI offers
extensve online help and aquick start wizard. Includes password and encryption
communication. (Available Q1 2001)

SNMP capabilities will be included in the next rdease (Q1 2001).

| return to tOQl

Do the SonicWALL SSL Appliances Need an I P Address?

Yes. An IP addressis need for two reasons:

1. Configuraion. The configuration utilities use an |P address for configuration
purposes. Although the utilities can do an auto-discovery of SonicWALL
devices, one can d <o attach directly by knowing the I P address.

2. Proxy deployment. When the SSL offloading appliance is deployed as a proxy,
al traffic is redirected from the load balancer to the | P address of the appliance.
All decrypted requests are then forwarded on to the servers with the | P address of
the SSL appliance as the source address.
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Where Do | Placethe SonicWALL SSL Appliance Within My Network?

The easiest method of deploying an SSL accelerator, a method supported by diverse and
heterogeneous groupings of equipment, is the In-Line method. The In-Line method
placesthe SSL accelerator at some point on the network between the router and the
content switch. This point can be before or after any preliminary switching or firewaling
occurs on the network. While the Sonicwall SSL products support this method, it is but
one of four deployment methods avallable to the SSL family. The full list of deployment
methods:

In-Line

Transparent Sandwich
Proxy-Mode
Trangparent-Mode
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What IsIn-Line Operation?

The In-Line configuration is the smplest method to deploy because it requires no specific
inter-operation configuration on either the SSL. gppliance or any load baancing devices.

Because the SSL appliance front-ends the server cluster or aload balancer, passing
traffic in a decrypted fashion, no additiond traffic-handling requirements beyond its
normal configuration are necessary for the servers or load balancer.
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What I's Proxy Operation?

Proxy-Mode is rdatively smple to configure and scales well, but has one cavest, namdly,
it prevents client IP recording by redl-server access logs. The reason this occursis
because of the path the traffic flows in a Proxy-Mode configuration and because of the
unique role the SSL appliance playsin this design.

Unlike the other methods of deployment, when used in Proxy-Mode the SSL. gppliance
does not act trangparently. Instead, it acts—as the name implies—as a proxy between the
requesting client and the back-end real-server. Because of this behavior, the red-server
sees the access as coming from the IP address of the SSL appliance, rather than from the
originating dient. While this effect is acogptable in many indalations, there will be
instances where client 1P accounting accuracy will be required. In such cases, an dternate
design method is encouraged.
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What IsOne-Armed Transparent Operation?

Offering a scalable, sngle content switch solution without the | P accounting limitations
of the Proxy-Mode, Transparent-Mode is both the most complex, and the most feature-
rich of dl the configurations. Trangparent-mode' s intricate packet flow requires acertain
st of capabilities from a content switch. Specifically, the content switch must offer two
features: flow switching and cache-device ACL support.

For more information, see the document “ SonicWALL SSL Deployment with Content
Switches’.
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How Do | Upgrade the Firmware?

There are two main things that must happen when updating the firmware, upload the
flash image and indal the new configuration manager, in that order. Remember to save
the SSL configuration to afile before updating the flash because it will be erased.

Load the new flash image using the following directions.

1. Start the orgind release configuration manager and attach to the device.

2. Attheinxcfg> prompt enter "copy file flagh”

3. Enter the path to and the file name of the new flash file (Example NT:
d\fw\sdrack _upgrade.phr, Example Red Hat Linux:
/mnt/cdrom/fw/ssrack_upgrade.phr). Note: when using Linux make surethe
CD ismounted first.

4. Enter "yes' a the warning prompt.

5. Pressenter and dlow five minutes to ensure that the flash has been successfully

loaded.

Type "rdoad" to reboot the device.

Type"quit" to exit the configuration manager.

N o

Load the new configuration manager.

Windows NT
1. Runthe satup.exe found in the \mswin\N'T4 folder on the CD by double
clicking the icon.
2. Follow theingdl shidd ingtructions on the screen choosing the repair
option.

Red Hat Linux



1. Runtheingdl script found in the \Linux\i386 directory on the CD using
ingructions found in the manud.
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What High-Availability Options Are There?

To maximize uptime, a high-availability option if offered. High-availability in an In-Line
configuration isunique in that it is offered by the SSL. gppliance. The SSL appliance
offers a hot-standby mode wherein two SSL devices—one active, and one standby—are
connected viaa serid cable for the sake of heartbest communications. Should the active
S gppliancefail, the tandby unit will identify the failure, and will assume the role of
active SSL gppliance. When the failed unit resumes operation, it will do so in a standby
mode.

Highravallability is offered with load balancers by utilizing its health- check mechanism;

if one of the SSL devices, one of the network ports, or one of the red-server famsfalls,
the load baancer should recognize its unavailability and remove it fromitsdigible
redirection list.
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How Do | Load Certificates Onto the SonicWALL SSL Appliance?

The configuration manager is used for importing certificates and keysinto the SSL
appliance. For each server IPfilter you create akey association. Thiskey associaion
can be used for many filters or just one.

Thisexampleisfor the filter named ‘ myDevice

(config-ssl[nyDevi ce])> keyassoc nyKey create
(confi g-ssl -keyassoc[ nyKey])> pemcertFile keyFile
(confi g-ssl - keyassoc[ nyKey] ) > end

(config-ssl [ nmyDevice]) >

Note:Use the der command when using DER-encoded keys and certificates, the netiis

command when using keys and certificates from IIS, or the cert and key commands for
combinations of encoding formats.
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Troubleshooting/Error Messages



| can’t establish a connection via the console port.

The console port on the SSL-R or SSL-IA are set to auto-detect the settings of your
termina emulation software. The physical connection requiresa 9 pin F-F Null Modem
Cable. We recommend setting your termina emulation software as follows:

Baud Rate: 115,200

Data bits: 8
Peaxity: None
Stop bits: 1

How Control: None

Hit [Enter] afew times after making initiating the termina session, and you should be
prompted with amenu. If connection problems persdts, verify your communication port
settings, and try adifferent cable.
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The Configuration Manager Doesn’t See Any Devices.

Upon launching the Configuration Manager software, verifying network connectivity to
the device, and issuing the “discover” command, you may receive the response:

Searching for Phobos devices...
no new devices found
inxcfg>

If you recaive this message, try issuing the command “show devices’. Y ou might now
receive something smilar to:

Key: XYZ X=Remote,Local Y=[un]Attached,down,Denied Z=config,readonly
ipXpress  Ru  IN-10-1-7-133 HW 00:60:f5:07:08:04 IP 10.1.7.133
inxcfg>

Y ou could attach to the device by issuing the command “attach IN-10-1-7-133". If,
however, no devices were listed, check your physical connection to the unit, or try
connecting viaa cross-over cable directly to the unit. Should thet fail, the device might
have an |P address assigned to it that places it on a different subnet from your
workgtation. In this case, the quickest solution is to reset the | P address of the unit viaa
console connection.

| return to tOQl

The Configuration Manager seesthedevice, but | can’t connect toit.



The Configuration Manager will maintain alist of previoudy seen devices, even after

they have been disconnected or powered off. If the device shows up in the “ show
devices’ list, but does not alow you to attach, try to ping the unit by the IP addresses
listed under the “show devices’ output. If you can ping the unit but il cannot attach,
close and re-launch the Configuration Manager software and try the connection again. If
the unit does not reply to a ping, see the previous category “ The Configuration Manager
Doesn't See Any Devices” Findly, the configuration manager software utilizes TCP and
UDP ports 2932. Make certain that there is nothing that is blocking access to these ports
between your workstation and the SSL device.
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After Initially Settingthe SSL-x’sIP Address| Get a Session Timeout and
Disconnect.

Thisisaknown issue, and has been resolved in the soon to be released software version
2.0. In the meantime, attach to the unit, and set the IP address. Upon being disconnected,
close the Configuration Manager program and then re-launch it. Issue a*“show devices'.

Y ou should now see the device listed by the IP address you set (e.g. IN-10-1-1-1) rather
than by MAC address. Issue an “attach IN-10-1-1-1" to connect to the unit, and the
session should proceed normally.
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| enter a default route on the SSL-x, but it doesn’t appear in the configuration.

Thisoccursif, a any point during the configuration of the unit, you changed the subnet

on which it resdes. For example, you performed an initid wizard configuration and
assigned the unit an |P address of 10.1.1.1 netmask 255.255.0.0 and a default gateway of
10.1.0.1. Later, you changed the IP address to 10.10.1.1 netmask 255.255.0.0. Such a
configuration change might cause the “ip route 0.0.0.0 0.0.0.0 10.1.0.1 metric 1”
command to disgppear from your configuration, and prevent you from entering a new

one.

The quickest way to resolve thisissue is to change the default geteway of the unit from a
console connection.
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“Failed to send set sd server command! Type " show messages' for more
information.” and “ Failed to delete sd server id [x] from device.”



Y ou might receive these error messages if you make changes within the “sd”
configuration section while the unit isin active operation. If adefined SSL service on the
SSL Offloader has active connection, and you attempt to change any of its attributes (i.e.
|P address, sdport, remoteport, keyassoc, or secpalicy), the change will fail, and you will
receive one of the above messages. Thisis done as a security measure to prevent
interruption of active service. To make a change, first make certain there are no active
connection through an SSL service definition, and then enter your new values.
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